V-OS APP PROTECTION
SECURING THE APPS THAT MATTERS
BENEFITS
MULTI-LAYERED SECURITY
FOR POTENTIAL RISKS

SIMPLE, POWERFUL,
INTELLIGENT ADMIN
DASHBOARDS

CONTROL USAGE OF APPLICATIONS

CUSTOMIZABLE THREAT
RESPONSES

CODE OBFUSCATION

GLOBALLY CERTIFIED

MITIGATING RISKS: SECURING THE APP, NOT THE DEVICE
Do you have an app?
The rapid adoption of mobile devices has led to an active growing market in the mobile
application ecosystem: it pushes enterprises and organizations towards a strategic take on
mobile application development to reach a larger audience internally and publicly. Having a
more centralized control over their applications, they are able to roll out updates and patches
as a mass as opposed to traditional web browsers. Whilst having standard built-in security
features to protect us from cybercrimes, our mobile devices are simply not designed for
strong security.
Developers are aware of integrating standard security processes to the app development.
However It is often observed that the security aspects are de-prioritized over new features
to maintain speed of development and to stay ahead of the competition. Moreover,
implementing in a strong, trusted encryption platform can be challenging, depending on the
interface and the point of implementation, unless done by a domain expert.

ABOUT V-KEY
V-Key is an internationally-acclaimed
software-based
digital
security
company,
headquartered
in
Singapore.
V-Key’s
pioneering
technology
powers
ultra-high
security solutions on premise and
Cloud-based, for digital identity
management, user authentication
and authorization, IoT, as well as
electronic payments for major banks,
payment gateways, and government
agencies. Today, V-Key secures
millions of users around the world,
enabling digital leaders to create
powerful customer experiences that
combine high security and delightful
convenience.

V-OS APP PROTECTION
A globally certified product at the highest level of security. Secured with industry-leading, military grade V-OS Virtual Secure Element.
V-OS App Protection ensures app integrity when deployed, and safeguards user privacy even if the device is lost or compromised.
With defenses in place such as:

Anti-reverse
Engineering

Binary Code
Morphing

Trojan, Tampering and
Malware Detection

You can be sure that your end users' devices are always protected from attackers while they
carry out important transactions on your applications.

PRODUCT FEATURES
WHAT IS V-OS
RUNTIME APPLICATION
SELF-PROTECTION (RASP) BUILT IN

CODE OBFUSCATION FOR PROTECTION
AGAINST REVERSE ENGINEERING

EMULATOR AND HOOKING
DETECTION

OVERLAY AND SCREEN
MIRRORING PROTECTION

DEVICE AND FILE SYSTEM
INTEGRITY CHECKS

SECURE CRYPTOGRAPHIC FUNCTIONS
FOR BOTH DATA-AT-REST AND DATA-IN-USE

SECURE ANTI-KEYLOGGER
KEYBOARD

APP INTEGRITY CHECKS AGAINST TAMPERING

SMS HIJACKING PROTECTION

NETWORK INTEGRITY CHECKS AGAINST
MAN-IN-THE-MIDDLE (MITM) ATTACKS ON
DATA-IN-TRANSIT

ALL-POWERFUL ADMIN DASHBOARD

V-OS is V-Key’s patented solution and
the world’s first virtual secure element
to be FIPS 140-2 validated (US NIST),
Common Criteria EAL3+ certified and
accredited by the Infocomm Media
Development Authority of Singapore
(IMDA).
V-OS
uses
advanced
cryptographic
and
cybersecurity
protections to comply with standards
previously reserved only for expensive
hardware
solutions.
Integrated
seamlessly
with
biometrics,
PKI-based
technology
and
out-of-band authentication, V-OS
makes delightful user experiences
possible
while
being
uncompromisingly secure. V-OS has
been the subject of multiple rigorous
penetration tests. It has also been
stress-tested by e-commerce players,
government agencies, regulatory
bodies
and
financial
services
companies.

V-OS App Protection is a robust solution secure by
anti-fraud and anti-malware. The dashboard provides a
number of policy controls that the administrator can use:
SSL pinning and multi-layered authentication for server APIs
Real time application threats monitoring
Over the air updatable threat response behavior of
mobile apps
Threat details with context into triggers, location and type
Integrable with external analytics systems
Configurable UI login options with on-premise AD systems

PLATFORMS SUPPORTED:
Client OS:
Android 4.4 to 11 & iOS 7 to 14
Red Hat Enterprise Linux
(RHEL), CentOS

JBoss EAP, WebLogic, Embedded Container (Tomcat)
Database:

The screenshot above shows real time application threats monitoring
as well as threat details with context into triggers, location and type.

MySQL, MariaDB, Oracle, Microsoft SQL Server

SPEAK TO A V-KEY SALES REPRESENTATIVE TODAY. CONTACT INFO@V-KEY.COM
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